
36 | 2019 Annual Security Roundup: The Sprawling Reach of Complex Threats

4M

10M

2H1H

9,160,856

4,913,648

2019

Figure 25. The number of sextortion-related spam emails decreased from the first half of the year to the second, 

but the total exceeded 14 million: Half-year comparison of the number of detections of sextortion-related 

 spam emails in 2019 

Source: Trend Micro Smart Protection Network infrastructure

We observed a 52% increase in exploit kit activities in 2019, suggesting that exploit kits were still being 

actively used by threat actors.
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Figure 26. Exploit kit activities increased: 

Year-on-year comparison of the number of instances of blocked access to URLs hosting exploit kits 

Source: Trend Micro Smart Protection Network infrastructure

GrandSoft was the most detected exploit kit in 2019, with more than 280,000 detections, accounting for 

nearly half of the total. It overtook Rig, which was the most detected exploit kit in the previous year.
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Figure 27. Grandsoft overtook Rig to become the most detected exploit kit: 

Year-on-year comparison of instances of blocked access to URLs hosting specific exploit kits 

Source: Trend Micro Smart Protection Network infrastructure

Exploit kits still abused old and known vulnerabilities to deliver their payloads, highlighting the need for 

organizations to regularly patch and update their systems.
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Exploit kit
Vulnerabilities 

exploited
Ransomware delivered

GrandSoft
CVE-2018-4878 
CVE-2018-8174

Rig
CVE-2018-4878 
CVE-2018-8174

Aurora, Buran, Crysis, Dharma, Eris, GandCrab, 
GetCrypt, Nemty, Paradise, Sodinokibi, VegaLocker

Magnitude
CVE-2019-0752 
CVE-2018-4878 
CVE-2018-8174

Magniber

Fallout
CVE-2018-15982 
CVE-2018-4878 
CVE-2018-8174

GandCrab, Hermes, Maze, Medusa, Paradise, 
Sodinokibi

Spelevo
CVE-2018-15982 
CVE-2018-8174

Crysis, Maze, Shade, Troldash

Table 3. Exploit kits continued to abuse old and known vulnerabilities: 

The top five exploit kits in 2019, the vulnerabilities they exploited, and the ransomware they delivered 

Source: Trend Micro Smart Protection Network infrastructure

The number of disclosed vendor vulnerabilities dropped by 29% from the previous year. Microsoft was 

the vendor with the most reported vulnerabilities, totaling 190, with Adobe not far behind, with 166. Foxit, 

Apple, and Google had 70, 60, and 4 vulnerabilities, respectively.
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Figure 28. Disclosed vendor vulnerabilities decreased: 

Year-on-year comparison of the numbers of disclosed vulnerabilities of selected software vendors 

Source: Trend Micro Zero Day Initiative program

Botnets continued to be active in 2019, with our detections of botnet connections totaling just under 1.7 

million, a figure that is virtually the same as the corresponding count from the previous year. The number 

of botnet C&C servers we detected practically did not change from the previous year as well, at nearly 

15,000.
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Figure 29. Botnet connections and C&C servers plateaued: 

Year-on-year comparison of the numbers of detections of botnet connections and botnet C&C servers 

Note: Botnet C&C servers were unique and active C&C servers that endpoints queried or connected to, 

while botnet connections were unique endpoints that queried or connected to C&C servers. 

Source: Trend Micro Smart Protection Network infrastructure 

Telnet default password login remained the most triggered event in 2019, yielding close to 600 million 

counts. The persistence of this event further highlighted the need for changing, updating, and strengthening 

device credentials.
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Figure 30. Telnet default password login remained the most triggered event: 

Distribution of top inbound and outbound events in smart home networks in 2019 

Note: Events were when rules were triggered for activities or behaviors from malicious, gray, and 

potentially unwanted applications, and were indicators that an attack might happen. Possible attacks 

were events closely related to threat activity. 

Source: Trend Micro Smart Home Network solution

Attacks that attempted to exploit old vulnerabilities still posed significant risks to users and enterprises.
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Figure 31. Old vulnerabilities for which patches had long been issued continued to pose security risks to 

organizations: Distribution of the top filters triggered in 2019 based on feedback from the 

Trend Micro™ Deep Security™ solution 

Note: Filters were triggered when intrusion attempts exploiting the corresponding vulnerabilities were blocked. 

Source: Trend Micro™ Deep Security™ solution
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Figure 32. The filter for a buffer overflow vulnerability was the most triggered: Distribution of the top filters triggered 

in 2019 based on feedback from the Trend Micro TippingPoint® Threat Protection System solution 

Note: Filters were triggered when intrusion attempts exploiting the corresponding vulnerabilities were blocked. 

Source: Trend Micro TippingPoint® Threat Protection System solution

Our research on Operation Endtrade showed the sophistication of Tick’s TTPs against organizations in 

China and Japan.

Tactic Technique ID Description

Initial access

Spear-phishing attachment T1193
Used to deliver first-stage 
malware

Supply chain compromise T1195
Used for initial intrusion on 
subsidiaries

Execution

Exploitation for client 
execution

T1203
Used to exploit CVE-2018-0802 
and CVE-2018-0798

Command-line interface T1059
Used by some modified tools for 
command-line interface

Scheduled task T1053 Used to execute malware

Scripting T1064 Used VBScript

Signed binary proxy 
execution

T1218
Used to execute malicious files 
and evade antivirus detection

Third-party software T1072
Used publicly available tools 
during attacks such as RAR

User execution T1204 Used for initial infection
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Tactic Technique ID Description

Persistence
Registry run keys/Startup 
folder

T1060
Used to add themselves to 
registry run key

Privilege escalation
User Account Control (UAC) 
bypassing

T1088
Used UAC bypassing tool for 
Windows 10

Defense evasion

Binary padding T1009
Used to add junk data and expand 
the file size

UAC bypassing T1088
Used UAC bypassing tool for 
Windows 10

Disabling security tools T1089
Used to attempt termination of 
antivirus process

Deobfuscation/Decoding of 
files or information

T1140
Used TSPY_LOADVBS to execute 
encoded command

File deletion T1107 Used to delete files after use

Masquerading T1036
Used right-to-left override (RTLO) 
technique

Process injection T1055
Used by Casper to inject 
backdoor’s shell code

Scripting T1064 Used VBScript

Credential access Credential dumping T1003 Used Mimikatz

Discovery

Account discovery T1087
Used net utility for internal 
reconnaissance

File and directory discovery T1083
Accessed shared folders to find 
confidential information

Software discovery T1518 Enumerated installed software

System information 
discovery

T1082
Used to collect volume serial ID 
and other system information

System service discovery T1007
Used TROJ_GETVERSION to 
discover system service

Lateral movement

Remote file copy T1105
Copied malware to remote 
desktop via Windows admin 
shares

Windows admin shares T1077
Copied malware to remote 
desktop via Windows admin 
shares

Collection

Automated collection T1119
Used a trojan to perform series of 
discovery techniques and save it 
to a text file

Data from local system T1005
Collected data from both local and 
network shared drives

Data from network shared 
drive

T1039
Collected data from both local and 
network shared drives

Screen capture T1113
Possibly stolen RAR file contained 
desktop screen capture image
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Tactic Technique ID Description

Command and 
control

Commonly used port T1043 Used ports 80 or 443

Custom cryptographic 
protocol

T1024
Used for downloaded/sent-back 
data

Data encoding T1132
Used for downloaded/sent-back 
data

Data obfuscation T1001
Used for downloaded/sent-back 
data

Remote access tools T1219 Used various RAT families

Remote file copy T1105
Used to download files in C&C 
server

Standard application layer 
protocol

T1071
Used to communicate with remote 
C&C server

Standard cryptographic 
protocol

T1032 Used AES

Web service T1102
Used to compromise legitimate 
web sites as C&C servers

Exfiltration

Exfiltration over command-
and-control channel

T1041
Possibly sent collected data to 
attacker via C&C channel

Data compression T1002 Used password-protected RAR

Data encryption T1022 Used password-protected RAR

Table 4. Tick employed a sophisticated attack chain: Tactics and techniques used in Tick’s Operation Endtrade, 

plotted on the MITRE ATT&CK™ for Enterprise matrix107

APT33, another threat actor group that we observed in 2019, launched attacks on organizations across 

three continents that were notable for obfuscating multiple botnets to cover its tracks.

Tactic Technique ID Description

Initial access

Spear-phishing link T1192
Sent spear-phishing emails 
containing links to  HTA files 

Valid accounts T1078
Used valid accounts for initial 
access and privilege escalation 

Execution

Exploitation for client 
execution

T1203
Attempted to exploit a known 
vulnerability in WinRAR (CVE-
2018-20250) 

PowerShell T1086
Used PowerShell to download 
files from the C&C server and run 
various scripts

User execution T1204

Lured users to click links to 
malicious HTML applications 
delivered via spear-phishing 
emails 
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Tactic Technique ID Description

Persistence
Registry run keys/Startup 
folder

T1060
Deployed several malware variants 
using both registry run keys and 
startup folder of victims

Privilege  escalation Scheduled task T1053
Created a scheduled task to 
execute a VBE file multiple times 
a day 

Defense evasion

Execution guardrails T1480
Used kill dates in their malware to 
guardrail execution  

Obfuscated files or 
information

T1027 Used Base64 to encode payloads 

Credential access

Brute force T1110
Used password spraying to gain 
access to target systems

Credential dumping T1003

Used a variety of publicly available 
tools, such as LaZagne, Mimikatz, 
Gpppassword, SniffPass, and 
ProcDump, to dump credentials

Discovery Network sniffing T1040
Used SniffPass to collect 
credentials by sniffing network 
traffic 

Lateral movement Remote file copy T1105
Downloaded additional files and 
programs from the C&C server 

Command and 
control

Commonly used port T1043 Used port 443 for C&C 

Data encoding T1132
Used Base64 to encode C&C 
traffic 

Standard application layer 
protocol

T1071 Used HTTP for C&C 

Standard cryptographic 
protocol

T1032
Used AES for encryption of C&C 
traffic 

Uncommonly used port T1065 Used ports 808 and 880 for C&C

Exfiltration

Data compression T1002
Used WinRAR to compress data 
prior to exfiltration 

Exfiltration over alternative 
protocol

T1048
Used FTP to exfiltrate files 
(separately from the C&C channel) 

Table 5. APT33 used multiple C&C-related techniques: Tactics and techniques used by APT33, 

plotted on the MITRE ATT&CK for Enterprise matrix108
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Trend Micro Research remained at the forefront of discovering new threat techniques and developing 

innovative cybersecurity technologies in 2019. One of our most compelling discoveries came from our 

analysis of vulnerabilities in radio frequency (RF) remote controllers, which are widely used in manufacturing, 

construction, transportation, and other industrial applications. Our research revealed that RF remote 

controllers made by several popular vendors lacked security features, and their exploitation could lead to 

theft, extortion, sabotage, and injury, among other consequences.109

We also developed tools that examined data and case studies on Twitter to see how social media could 

aid in the gathering of actionable threat intelligence. In our study, we proved that the vast amount of 

information on social media makes it a viable platform for acquiring strategic and operational threat 

intelligence.110

We also emphasized the importance of the application of machine learning in threat detection with our 

research on the technology. In two studies conducted with researchers from Federation University Australia, 

we demonstrated the use of machine learning, specifically the generative adversarial autoencoder model, 

in the detection and analysis of malware given a small dataset or even only a single malware sample.111, 112

Further, we demonstrated our innovative use of machine learning through the development of a model 

that uses two training phases to improve detection rates and reduce false positives. Called TrendX Hybrid 

Model, this model not only identifies malware variants but also predicts their behavior.113 
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