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Europe in a Maelstrom of Evolving Regulations and Growing Cybercrime Threats

encourage cross-border shopping and capitalize on strong 
mobile traffic in this growth region. Yet as a result we have 
seen this region emerge as a hive of cybercrime activity.    

Likewise, the heralding of PSD2 continues to bring uncertainty 
and a number of unanswered questions. While the front-
runners are developing innovative strategies to comply, 
there are many companies who are still standing on the 
precipice of the competing demands of innovation and 
security. Circling this, some may even say competing with 
this, is GDPR. The impetus behind GDPR was to harmonize 
data protection laws across Europe in order to protect and 
empower European citizens and to reshape the way organiza- 
tions approach data privacy. So as banks prepare to open 
APIs and customers prepare to allow new FinTechs access 
to their account data, they do so within the new boundaries 
of more clearly defined data privacy regulations.

Circumnavigating this maelstrom is the constant and 
evolving threat from cybercrime. With new FinTech players 
aggregating sensitive bank account data comes the threat 
of new routes for fraudulent exploitation. Europe continues 
to be a cybercrime hub, with the Digital Identity Network® 
seeing 1.2 times the number of attacks from Europe, 
compared to North America and the largest economies of 
the UK, France and Germany leading the European field 
when it comes to top attack originators.

2018 has ushered in an exciting new era for ThreatMetrix®, 
which celebrated becoming part of RELX Group’s Risk and 
Business Analytics segment, which includes LexisNexis® 
Risk Solutions, at the start of the year. Together we will 
build a landmark offering combining both digital and physical 
identities, enabling our customers around the world to protect 
themselves against existing and emerging fraud, risks and 
financial crime. Here at ThreatMetrix, we are looking at a 
future where we will be driving innovation in the identity 
space and, with LexisNexis Risk Solutions, we will set the 
pace for the digital identity revolution.

“It was the best of times, it was the worst of times”; the 
famous words of Charles Dickens over 150 years ago are 
seemingly more prudent now than ever before. Amid great 
technological advancements, a maelstrom of uncertainty 
permeates the European landscape, hitting everything from 
politics to the economy. Brexit leads the political agenda 
with questions of the Single Market, trade deals and 
maintaining a mobile workforce front of mind, prompting 
large businesses to reconsider locations for head offices, 
and workforce requirements.

Certainly, businesses in Central and Eastern Europe are 
capitalizing on the Single Market as it currently stands, to 

So, the question is, how can businesses act with certainty 
in uncertain times? This heightened risk landscape demands 
transparency and the ability to have a single view of customers 
across all digital touchpoints, in order to reliably distinguish 
between good trusted behavior, and potential threats.

Well, the saying goes that behind every mask is a face, and 
behind that a story – ThreatMetrix ID uncovers the story 
behind every transacting user in the ThreatMetrix Digital 
Identity Network®, revealing their true behavior and unique 
online footprint in order to help businesses make better 
fraud and authentication decisions. ThreatMetrix ID, now 
integrating additional user identifiers including LexID®, looks 
beyond static data to the dynamic intricacies of how people 
transact online, bridging the gap between digital and physical 
identity and better mitigating against the changing tactics 
and techniques of cybercriminals.
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Report Overview

The ThreatMetrix European Cybercrime Report: Q1 2018 is based on actual 
cybercrime attacks from January – March 2018 that were detected by  
the ThreatMetrix Digital Identity Network (The Network) during real-time 
analysis and interdiction of fraudulent online payments, logins and new 
account applications.

The ThreatMetrix Digital Identity Network provides visibility and insight 
into traffic patterns and emerging threats. The Network analyzed 1.9 billion 
transactions in Europe this quarter, a 107% growth compared to the same 
quarter three years ago, with 58% originating from a mobile device. 

These transactions are analyzed for legitimacy based on hundreds of 
attributes, including device identification, geolocation, previous history and 
behavioral analytics.

The Network and its real-time policy engine provide unique insight into  
users’ digital identities, even as they move between applications, devices, 
and networks.

ThreatMetrix customers benefit from a global view of risks, based on these 
attributes and rules that are custom-tuned specifically for their businesses.

Attacks discussed are from “high-risk” transactions scored by ThreatMetrix 
customers.
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Key Highlights

ThreatMetrix analyzes transactions from top organizations across industries. Trends 
observed are representative of key market trends in the key European regions: 

• Europe contributes significantly to the global volume of Network transactions, with 
1.9 billion analyzed in Q1 2018, out of a total volume of 9.3 billion global transactions. 
This represents a 25% growth in transaction volume year-on-year, as Europe continues 
to develop as an economic powerhouse, despite numerous political and regulatory 
fluctuations and constraints.

•  38% of all attacks continue to originate from Europe: 80 million European attacks 
were detected and stopped in near real time; a 30% increase over the previous year. 
In addition, Europe continues to play a role as a cybercrime hub; the Network saw 
1.1 times the number of attacks from Europe compared to North America. 

•  In line with global trends, attack growth also outpaced transaction growth by 86% in 
comparison to Q1 2016, indicating a heightened risk landscape as fraudsters evolve 
their tactics to incorporate mass scale identity testing bot attacks with ever more 
advanced social engineering and Malware attacks.

•  Europe, and particularly the UK, remains one of the most advanced regions in terms 
of online and mobile banking, with higher user penetration rates than North America. 
This contributes to the fact that Europe sees 58% of all transactions coming from a 
mobile device, compared to 51% globally. This is largely driven by high login volumes 
via mobile banking apps. However the counterpart to this trend is that the Network 
sees 61% of all login attacks targeting financial institutions originating from Europe. 

•  Europe is also a significant originator of global bot attacks, contributing 210M bot 
attacks this quarter out of a total 1B worldwide attacks; 13% of these originated from 
mobile devices. These predominantly come from Russia and the Ukraine.

1.9B 
transactions analyzed in 

Q1 2018

80M 
European attacks detected 

and stopped

58%
transactions from a mobile 

device
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The ThreatMetrix Identity Abuse Index

The evolution of the ThreatMetrix Identity Abuse Index since the start of 2015 clearly 
shows the increased intensity and frequency of European attacks, particularly through 
the latter half of 2017 which saw the highest peaks recorded over the last three years. 
This is largely fueled by the relentless frequency of large global data breaches that cause 
multiple spikes in the index, particularly during the most lucrative time between when 
the breach happened but before it has been either discovered or reported.

This was especially noticeable during Q4 2017, which saw a particularly intense attack 
period coinciding with the holiday shopping season, when attacks accounted for over 
15% of all Network traffic in Europe. 

Daily attack rates during Q1 2018 are already recording a number of intense peaks that 
are rivalling the high attack rates in Europe during Q1 2017, indicating an evolving risk 
landscape, as cybercrime becomes more global, networked and highly organized.

An Identity Abuse Index level of High (shown in red) represents an attack rate of two 
standard deviations from the medium term trend. Aggregated over all global transactions, 
this shows that the exploitation of stolen identity information is automated, disseminating 
to countries across the globe in an organized and comprehensive way.
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Cybercrime is Evolving: Attacks are Sustained, Frequent and Complex 

By analyzing the same quarter across a four-year period, the evolving risk landscape 
becomes particularly noticeable, with Q1 2018 recording a number of strong peaks in 
attacks, with a large spike mid February that was higher than any preceding attack rate 
during the same quarter 2015-2017. 

There has also been a noticeable shift in attack patterns during key peaks, with an 
evolution from short, isolated peaks to more sustained, high-volume attacks across a 
number of days or even weeks.

While the Network experiences large peaks in attacks at key points throughout the 
quarter, the reason behind these peaks may not yet be fully known, with some companies 
only discovering or reporting a breach a number of weeks after the even has occurred. 
This provides fraudsters with a golden period of time in which to perpetrate attacks with 
stolen identity data that is fresh, with victims often unaware of the consequences.
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European Transactions and Attacks

ThreatMetrix transactions span eCommerce, financial services, media, telco and insurance 
sectors and cover the authentication, payments and account creation use cases. Logins 
and payments continue to be our biggest use cases both globally, and in Europe, as 
our customers deploy ThreatMetrix to authenticate user identities without impacting 
user experience. 

Account logins are attacked at a slightly higher rate in Europe compared to globally, 
perhaps as a result of the more mature online banking market in the UK and Europe-wide.

New account creations are attacked at a similar rate to the global average, with more 
than one in ten of all new accounts rejected in the European region, highlighting the 
dissemination of breached identity data to virtually all global geographies.

Note: Attack percentages are based on transactions identified as high-risk and classified as attacks, by use case. Events identified as attacks are typically blocked or rejected automatically and in real time 
depending on individual customer use cases.
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European eCommerce Attacks Continue to Grow in Line with Global Trends 

In line with the global trend, attack levels for eCommerce merchants in Europe remained 
high even after the record holiday season, with almost 60 million rejected transactions, 
representing a 47% increase over the previous year. 

Login transactions in general are attacked more heavily in eCommerce than in other 
industries as fraudsters seek to capitalize on the growing propensity to save credit card 
information to selected trusted brands. In addition, a breached account offers increasing 
opportunities to steal sensitive personal data as well as make future fraudulent purchases.

France is seeing particularly strong transaction growth at present; 126% year-on-year  
in eCommerce.

Likewise Central and Eastern Europe (CEE) is experiencing strong mobile transactions 
growth in eCommerce, at 239% compared to the same quarter last year, as the region 
continues to shift towards a mobile-first economy.

The key focus for attacks targeting the eCommerce industry is identity testing. As a result, 
the overall attack rates for account logins and new account creations have steadily grown 
and are one of the highest of all industries analyzed. 

eCommerce merchants walk a tightrope between optimizing customer experience with 
low friction authentication and few step-ups, while also maintaining effective fraud control. 
With so much competition for orders, particularly in the competitive cross-border European 
market, driving order acceptance rates is imperative, potentially making them a softer 
target for market-savvy fraudsters.

Note: Attack percentages are based on transactions identified as high-risk and classified as attacks, by use case. Events identified as attacks are typically blocked or rejected automatically and in real time 
depending on individual customer use cases.
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Europe Sees High Percentage of Financial Services Login Attacks

The financial services industry sees lower attack rates on logins than other industries, in 
part due to high user engagement with mobile banking apps, and users returning regularly, 
sometimes on a daily basis, to check bank balances on the move.

However, European login attack rates for financial services are more than double the 
global figure, indicating a heightened risk environment for account takeovers in Europe. 
The Network detected 10 million account takeover attempts in Q1 2018.

DACH and Ireland have seen the strongest growth in attack rate in financial services since 
last year; 111% and 225% respectively. 

Payments transactions continue to be the most attacked as they offer the opportunity for 
immediate monetization. A precursor to these attacks is generally a complete takeover of 
a user’s account by a remote access Trojan (RAT) or by using stolen credentials.

Payments attacks also tend to be more prevalent in new FinTech platforms such as P2P 
lending, which are becoming a key target for fraudsters attempting to monetize stolen or 
spoofed identity credentials and exploit new models of lending.

 

Note: Attack percentages are based on transactions identified as high-risk and classified as attacks, by use case. Events identified as attacks are typically blocked or rejected automatically and in real time 
depending on individual customer use cases.
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Case Study: Banque Casino

The Business Problem
Burdened by the influx of online applications, escalating 
costs associated with verifications and manual reviews, 
and the ever-complex digital footprint created by the 
average online user, Banque Casino needed an 
effective solution to passively verify the trustworthiness 
of new applicants, without adding additional friction to 
the application or payments process.

The Solution
Leveraging ThreatMetrix Digital Identity Intelligence, 
Banque Casino was able to increase transparency 
as to the trustworthiness of new applicants and 
detect fraudsters attempting to apply for products or 
finance, using stolen identity credentials. The passive 
verification delivered by ThreatMetrix to Banque 
Casino not only provides additional identity assurance, 
but also preserves a frictionless user experience for 
Banque Casino’s good customers.

Results
• Identified potential fraudsters / high-risk users before 

their application was accepted

• Reduced the risk of accepting a high-risk application

• Saved money and resources on manual reviews

Banque Casino is a French financial company and has been a subsidiary of Groupe Casino and the Crédit Mutuel CIC network since 2012. Having initially 
specialized in the commercialization of Casino hypermarkets’ proprietary credit cards, Banque Casino has since diversified its portfolio to offer payments 
solutions, financing and insurance.

“Our decisioning capabilities have greatly improved thanks to ThreatMetrix; we are able to leverage comprehensive digital identity 
intelligence and  visualize every single digital ID, helping us to isolate potentially high-risk behavior.”

DISCLAIMER: This case study is not meant to indicate that the same or similar results can or will be obtained in other cases or situations. Results will vary depending on the facts and circumstances of your business.
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Transactions & Attacks

Top Attack Methods

Mobile

European Media Transactions Subject to High Levels of New Account Creation Attacks 

The Network detected and flagged 5 million attacks on media organizations in Europe in 
Q1 2018. 

CEE, DACH and Ireland have all seen a growth in the volume of media attacks compared 
to the same quarter last year. The most significant growth came from CEE, at 54% year-
on-year.

Nearly one in ten media account creations in Europe is rejected, indicating high levels of 
identity testing using stolen or spoofed credentials.

Although this figure is lower than the global average for media, it still represents a large 
proportion of traffic for media companies, illustrating the importance of reliably differentiating 
between good trusted customers, and potential fraudsters.

A fraudulent new media account often represents a gateway to further fraud in other 
industries, as well as providing the opportunity to propagate fake reviews, fraudulent 
listings, and fraudulent ticketing transactions, substantially damaging both reputation and 
bottom line.

Note: Attack percentages are based on transactions identified as high-risk and classified as attacks, by use case. Events identified as attacks are typically blocked or rejected automatically and in real time 
depending on individual customer use cases.
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Top Attack Methods

Mobile

Transactions & Attacks

Regional Anatomy of Transactions and Attacks

Benelux 
• Highest percentage of IP spoofing attacks of    
 all European regions. 
• Second largest growth in the percentage of    
 attacks year-on-year, at 79%. 
• Second largest growth in the percentage of 
 account takeover attacks year-on-year, at 163%.

Southern Europe 
• Amidst modest overall transaction growth,     
 mobile transactions have grown 68% year-on-   
 year and account for 47% of total transaction    
 volume. 
• Identity spoofing is the most prevalent attack    
 vector in Southern Europe.

UK 
• UK currently has the highest penetration of    
 mobile transactions of all European regions,  
 at 67%. 
• 73% of all UK financial services transactions    
 come from a mobile device.

CEE 
• Percentage of mobile transactions has grown  
 63% year-on-year. 
• 127% growth in eCommerce attacks and 54%    
 growth in media attacks compared to Q1 2017. 
• Second largest growth in the percentage of account  
 creation attacks year-on-year, at 148%. 

Ireland 
• Highest percentage of device and identity    
 spoofing attacks of all European regions. 
• Identity spoofing attack percentages have more  
 than tripled compared to Q1 2017.  
• Largest growth in the percentage of attacks   
 year-on-year, at 88%. 
• Largest growth in the percentage of account   
 creation and account takeover attacks year-on-  
 year, at 150% and 176% respectively.

DACH 
• DACH has the second highest percentage of   
 both device and identity spoofing attacks of all   
 European regions. 
• Identity spoofing attack percentages have more  
 than doubled compared to Q1 2017. 

Nordics 
• Third largest growth in transaction volumes of   
 all European regions, at 54%, behind only  
 France and Ireland. 
• Large growth in the percentage of account   
 creation attacks year-on-year, at 111%.

France 
• France has seen the biggest year-on-year mobile  
 penetration growth rate, at 96%. 
 • 100% growth in transaction volumes year-on-  
 year, the highest of all European regions. 
• Large growth in the percentage of account   
 creation attacks year-on-year, at 120%.
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Top Attack Methods

Top Attack Vector Trends in Europe

Attack vectors are analyzed in real time by ThreatMetrix global policies. However, 
cybercriminals are constantly changing their tactics by leveraging multiple attack 
vectors, making the attacks more pervasive, complex and harder to detect.

In addition, the Network is seeing an overall growth in identity spoofing, both in 
Europe and globally, as evidenced by the pervasive nature of identity testing bot 
attacks coming from many growth economies including Russia, Ukraine and Belarus.

In keeping with global patterns, device and identity spoofing are the most prevalent 
attack vectors in Europe. Ireland currently sees the highest prevalence of device 
and identity spoofing of all European regions.

However identity spoofing and IP spoofing are the key attack vectors that are 
currently growing in prevalence year-on-year, driven by the availability of hacked 
and breached identity data, as well as a number of more sophisticated location 
spoofing tools and global bot operators.

Over the past year, IP spoofing has grown steadily: as stolen and breached user 
credentials have become available on the dark web, fraudsters across the globe 
are using them to launch attacks, often on businesses outside their country. These 
fraudsters try to mimic the location of the customer they are impersonating by using 
tools to obfuscate their true location. Benelux has the highest percentage of IP 
spoofing attacks of all European regions.

ThreatMetrix counters this growth in identity-based attacks using key intelligence 
from the ThreatMetrix Digital Identity Network, combined with behavioral analytics, 
to accurately distinguish fraudsters from legitimate users.

Note: The bar chart represents percentage of total transactions that were recognized as attacks.



Foreword

Overview

Conclusion

CYBERCRIME REPORTQ1
2018

Page 14© 2018 LexisNexis threatmetrix.com 

Transactions & Attacks

Top Attack Methods

Mobile

Europe: Mobile Versus Desktop

There is a strong mobile footprint in Europe, with 58% of all transactions originating from 
mobile devices; a higher penetration than the global average of 51%. 

Key mobile growth regions include France and CEE; mobile penetration in these regions 
grew 96% and 63% respectively year-on-year.

73% of all UK financial services transactions come from a mobile device, highlighting the 
growing use of mobile banking apps to access the full spectrum of account services.

Interestingly, mobile devices are not purely used to check balances, but are also being 
used to open new accounts: 62% of all account creations in both the UK and Ireland 
come from mobile devices.

Mobile transactions continue to be safer than desktop; desktop transactions are rejected 
twice as much as mobile, in part due to the inherent security features associated with 
mobile devices.

However, mobile attacks are starting to grow, with the key vulnerability being at new 
account creation stage, as fraudsters attempt to either register new apps, or intercept 
good customer registrations.

 

Note: Attack percentages are based on transactions identified as high-risk and classified as attacks, by use case. Events identified as attacks are typically blocked or rejected automatically and in real time 
depending on individual customer use cases.
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The rapid pace of technological disruption in Europe shows no signs of slowing, with the 
region setting the pace for the adoption of digital and mobile technologies.

However, this digital growth is being played out against a backdrop of uncertainty. Economic 
and political unrest, amid an evolving regulatory landscape, has driven Europe into a state 
of flux. As digital commerce flourishes in Europe, leveraging the benefits of the Single 
Market, the as yet uncertain consequences of Brexit loom on the horizon.

The flurry of digital and economic growth in Europe has not gone unnoticed by cyber-
criminals, with such success breeding a growth in cybercrime across the region, with 
a prevalence in identity spoofing and a growth in IP spoofing. Cybercrime is no longer 
isolated to larger European countries such as the UK and Germany, but increasingly 
spreading to smaller economies across the region: Ireland, Benelux and CEE for example, 
emerge as regions seeing particularly strong attack growth.

The correlation between consumer adoption and cyberattacks continues to play out, with 
financial services seeing a heightened risk of account takeover attacks in Europe, along 
with ever-more sophisticated attacks targeting new account creations from mobile devices, 
in line with strong online banking and mobile penetration.

Europe, a continent rich in cultural and regional diversity, continues to grow and evolve 
both digitally and economically. With this growth comes the need for businesses to be 
able to better balance a streamlined online experience for good, trusted customers, while 
ensuring that fraudsters are detected and blocked in near real time.

It is has never been more important for businesses to prioritize trust in the digital era. 
Businesses must be able to trust their customer, build trusted transactions and use those 
transactions to understand trusted behavior. However, trust is a two-way street. 

Organizations must likewise instill trust in their customers – no small task in an online 
world populated by fake news and reviews. Customers must be able to trust that the 
business they are transacting with is doing its upmost to protect their data and keep the 
fraudsters out.

Conclusion
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Glossary

Industry Types

Financial Services Includes mobile banking, online banking, online money transfer, 
lending, brokerage, alternative payments and credit card issuance.

FinTech includes companies that use technology to make financial services more 
efficient with a purpose of disrupting incumbent financial systems and corporations that 
rely less on software.

Ecommerce includes retail, airlines, travel, marketplaces, ticketing and digital goods 
businesses.

Media includes social networks, content streaming, gambling, gaming and online dating 
sites.

Common Attacks

Account Creation Fraud: Using stolen, compromised or synthetic identities, typically 
through a spoofed location, to create a new account to access online services or obtain 
lines of credit. 

Account Login Fraud: Attacks targeted at taking over user accounts using previously 
stolen credentials available in the wild or credentials compromised by malware or Man-
in-the-Middle attacks. 

Payments Fraud: Using stolen payment credentials to conduct illegal money transfers 
or online payments via alternative online payment methods such as direct deposit.

Percentages

Transaction Type Percentages are based on the number of transactions (account 
creation, account login and payments) from mobile devices and computers received and 
processed by the ThreatMetrix Digital Identity Network. 

Attack Percentages are based on transactions identified as high risk and classified 
as attacks, by use case. Events identified as attacks are typically blocked or rejected 
automatically, in real time dependent on individual customer use cases. 
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Glossary

Attack Explanation

Device Spoofing: Hackers delete and change browser settings in order to change 
their device identity or fingerprint, or attempt to appear to come from a victim’s device. 
ThreatMetrix-patented cookieless device identification is able to detect returning visitors 
even when cookies are deleted or changes are made to browser settings. To differentiate 
between cybercriminals and legitimate customers who occasionally clear cookies, only 
high risk / high velocity cookie deletions (such as a high number of repeat visits per hour 
/ day) are included in the analysis. 

Identity Spoofing: Using a stolen identity, credit card or compromised username / 
password combination to attempt fraud or account takeover. Typically, identity spoofing 
is detected based on high velocity of identity usage for a given device, detecting the 
same device accessing multiple unrelated user accounts or unusual identity linkages 
and usage. 

IP Address Spoofing: Cybercriminals use proxies to bypass traditional IP geolocation 
filters, and use IP spoofing techniques to evade velocity filters and blacklists. 
ThreatMetrix directly detects IP spoofing via both active and passive browser and 
network packet fingerprinting techniques. 

Man-in-the-Browser (MitB) and Bot Detection: Man-in-the-browser attacks use 
sophisticated Trojans to steal login information and one-time-passwords (such as SMS 
out-of-band authentication messages) from a user’s browser. Bots are automated scripts 
that attempt to gain access to accounts with stolen credentials or create fake accounts

Crimeware Tools: Crimeware refers to malware specifically designed to automate 
cybercrime. These tools help fraudsters create, customize and distribute malware to 
perpetrate identity theft through social engineering or technical stealth. 

Low and Slow Bots: Refers to low frequency botnet attacks designed to evade rate  
and security control measures, and thus evade detection. These attacks use slow traffic 
that not only appears legitimate but also bypasses any triggers set around protocols  
and rules.
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