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About the Global Economic Crime
Survey
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Economic crime

• Econom ic crim e :

“Illegal acts committed by an individual or a group of
individuals to obtain a financial or professional
advantage. In such crimes, the offender’s principal motive
is economic gain”*

• Asse tm isap p rop riation, b rib e ry and corrup tion,
accounting and tax fraud, cyb e rcrim e , p rocure m e ntfraud

• Econom ic crim e isa p e rsiste ntth re atto b usine ssand
b usine ssp roce sse s

*De finition b y U S le galde finitions: h ttp ://de finitions.usle gal.com /e /e conom ic-crim e /

“In business, the promise of opportunity
is often tempered with the reality of risk”
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PwC Global economic crime survey

Conducte d b y PwC glob ally since 2001

One of th e p re m ie r th ough tle ade rsh ip
p ub licationson e conom ic crim e

Broad and com p re h e nsive e conom ic
crim e surve y

U se fulre fe re nce p ointand a use fultool
for stake h olde rsand com p anie s
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Overview of the survey 2016
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Methodology of the survey 2016

• Carrie d outb e twe e n July 2015
and Fe b ruary 2016

• Com p rise d six se ctionsde aling
with th e following are as:

Organisationalp rofile

Econom ic crim e tre nds

Te ch nology

Profile of th e fraudste r and
e conom ic crim e de te ction m e th ods

Busine sse th icsand com p liance
p rogram m e s

Anti-m one y launde ring and
counte r financing of te rrorism

• Focuson th re e are as:

Cyb e rcrim e

Ethics
and compliance
programmes

Anti-m one y launde ring
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Research techniques

Survey of
executives

Questions on:
Cybercrime
Business ethics
Compliance
Money laundering

Analysis of
trends over time
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Size, scale and depth of the survey 2016
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Key observations
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Economic crime an obstinate threat
Affe cting b oth de ve lop e d & e m e rging m arke ts

Percentage of responding
organisations that experienced
economic crime
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Need for controls to be embedded in culture
Th re atscom e from b oth with in and outside organisations

1 in 5 organisations have not
carried out a fraud risk
assessment in the past 24 months
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Cyber threats climb
Callfor p re p aration and gre ate r le ade rsh ip involve m e nt

Cybercrime is the 2nd most
reported economic crime
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Disconnect between management view and reality
Alignm e ntof b usine ssstrate gy and value sne e de d

Proportion of serious economic
crime perpetrated by internal
parties
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Anti-money laundering under greater scrutiny
Skillssh ortage and p oor data quality are m ajor ch alle nge s

1 in 5 banks have experienced
enforcement actions by a

regulator
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The Big Picture
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Economic crime is evolving but preventative
measures are lagging behind

Overall reported rate of economic crime

43%

37%

45%
43%

30%

34%
37%

36%

2001 2003 2005 2007 2009 2011 2014 2016

A worrying tre nd m ay b e ge tting m aske d: Econom ic crim e m ay b e ch anging
significantly, b utde te ction and controlsp rogram m e sare notke e p ing up with
th e p ace of ch ange .
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A global problem, but not the same everywhere
Re gionswith incre ase d le ve lsof e conom ic crim e

Africa

14% p e riod on p e riod incre ase
• 57% in 2016
• 50% in 2014 1

Western Europe

14.2% p e riod on p e riod incre ase
• 40% in 2016
• 35% in 2014 2

Middle East

19% p e riod on p e riod incre ase
• 25% in 2016
• 21% in 2014 3
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Top three most commonly reported types of
economic crime 2016

Age-old
crimes lead,

but one
pervasive

enemy jumps
ahead

W h ile asse tm isap p rop riation, b rib e ry and corrup tion,
p rocure m e ntfraud and accounting fraud –th e
traditionalle ade rsin th iscate gory –allsh owe d a
sligh tde cre ase th isye ar ove r 2014’sstatistics, one
crim e h asb e e n on a ste ady incre ase e ve rywh e re since
itfirstap p e are d in our surve y b ack in 2011-

Cyb e rcrim e h asnowjum p e d to 2nd p lace .
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Types of economic crime experienced

The most pervasive
economic crimes
reported by our
respondents for

2016

3%

5%

7%

6%

4%

8%

11%

15%

22%

29%

27%

24%

69%

2%

4%

6%

6%

7%

7%

11%

12%

18%

23%

24%

32%

64%

Espionage

Competition Law/Anti-trust Law

Mortgage fraud

Tax Fraud

Insider Trading

IP Infringement

Money Laundering

Human Resources fraud

Accounting fraud

Procurement fraud

Bribery and corruption

Cybercrime

Asset misappropriation
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Perception of law enforcement

Do respondents
believe local law
enforcement agencies
are adequately
resourced and
trained to investigate
and prosecute
economic crime?

W e aske d re sp onde ntsto give usth e ir vie wson wh e th e r th e y b e lie ve locallawe nforce m e ntto b e ade quate ly
re source d and traine d to inve stigate and p rose cute e conom ic crim e .

A re sounding m ajority –44% to 28% –e x p re sse d doub tson th isp oint, wh ile a furth e r 28% could not
answe r. Th ism e tric could re sultfrom se ve raldive rge ntfactors.

Th e se could include th e countrywide rate of e conom ic crim e , th e e x te ntto wh ich lawe nforce m e ntin th e
re sp e ctive country p ub licise sor downp laysitse x p e rtise in ce rtain are aslike cyb e rcrim e , and th e e x te ntto
wh ich lawe nforce m e ntisp e rce ive d to b e ab ove p oliticalinte rfe re nce .
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Profile of the fraudster
Gap b e twe e n inte rnaland e x te rnalfraud actor closing
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Impact of economic crime

Our re sp onde ntstold usth atth e gre ate storganisationaldam age th e y e x p e rie nce d asa
re sultof e conom ic crim e wasnotto th e ir sh are p rice or e ve n in re lationswith re gulators.

Itwasre fle cte d in dam age d e m p loye e m orale –with 44% of re sp onde ntse x p e rie ncing
m e dium or h igh im p act.

4%

11%

10%

15%

14%

5%

16%

22%

17%

30%

13%

24%

31%

29%

31%

73%

44%

33%

37%

22%

6%

5%

4%

3%

3%

Share price

Relations with
regulators

Business relations

Reputation/brand
strength

Employee morale

High

Mediu
m
Low

None

Don't
know
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Financial impact of economic crime

Rising financial & collateral
damage

Losses can be stiff…

22% of re sp onde ntse x p e rie nce d losse sof
b e twe e n $100,000 & $1 million

14% of re sp onde ntssuffe re d losse sof more
than $1 million

and

1% of re sp onde nts(p rim arily from North
Am e rica and Asia-Pacific) re p orte d losse sin
excess of $100 million

These are substantial sums of money and are
representative of a trend of the rising costs of
individual frauds

24
April 2016Global Economic Crime Survey 2016



PwC

Ethics and Compliance
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Bribery and corruption
Percentage of organisations asked to pay a bribe

Large organisations remain more susceptible
to procurement fraud and bribery and
corruption
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Bribery and corruption over the next 24 months

Ove rall, 91% of re sp onde ntsb e lie ve

th e ir top m anage m e ntm ake sitcle ar
th atbribery is not a legitimate
practice.

Th iswasconsiste ntacrossallre gions
and allindustrie s.

Howe ve r, we 're stillse e ing a large
num b e r of re p orte d incide nts–and, in
m any re gions, an e ve r large r num b e r
of organisationswh o e x p e ctto
e x p e rie nce b rib e ry and corrup tion in
th e ne x t24 m onth s.
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A worrying 22%
of organisationsh ave not
carrie d outa fraud risk
asse ssm e ntin th e p ast24
m onth s…

Aligning decision-making with values

Howe ve r, th e num b e r of
organisationsre p orting
fraud ove rallh as, at

36%, re m aine d

fairly consiste ntin re ce nt
ye ars

Our surve y re sultssh owth atnotonly are th e num b e r
of e conom ic crim e risksincre asing, so too are th e
complexity of th ose risksand th e role th at
te ch nology p lays. Th isish ardly a surp rise in a
b usine sse nvironm e ntch aracte rise d b y growing
glob alisation, incre asingly vigilante nforce m e ntand
gre ate r de m and for p ub lic accountab ility. Th at’swh y
your ab ility to ide ntify and m itigate com p liance risks
ne e dsto e volve ata rap id p ace .

A risk-based approach to e th icsand com p liance –
one th atb e ginswith a h olistic unde rstanding of your
e conom ic crim e risk, and an unde rstanding of wh e re
your com p liance we akne sse sare –isa must-have.

From th atp osition of clarity, youcan cre ate an
e ffe ctive p rogram m e th atm itigate sth ose risks, and
p ositionsyoufor re ach ing your b usine ssgoals.
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Responsible people want to work for responsible
companies

1 in 5 respondents are not

aware of a formal ethics and
compliance programme

...though 82% of companies say

they have a formal plan in place

76% of companies rely on internal

audit to ensure effectiveness of their
programmes…

But is this the most effective path
given that almost half of the incidents

of serious economic crimes were
perpetrated by internal parties

?

44%
claim employee morale is the largest

casualty of economic crime
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Lessons Learnt
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Is your compliance programme is fit-for-purpose?

4 KEY AREAS OF FOCUS FOR ENHANCING THE

EFFECTIVENESS OF ETHICS AND COMPLIANCE PROGRAMMES

1.People and culture
Maintaining a value s-b ase d p rogram m e , m e asuring and re warding de sire d b e h aviour

2.Roles and responsibilities
Ensuring th e y are corre ctly aligne d with curre ntrisks

3.High-risk areas
Be tte r im p le m e ntation and te sting of th e p rogram m e in h igh -risk m arke tsand divisions

4.Technology
Be tte r use of de te ction and p re ve ntion tools, including b ig data analytics
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Opportunity (for crime) knocks
But who’s listening?

A large majority seem to
favour stronger control
environments as a means of
reducing this opportunity, but
our top-line results show
corporate control
environments are 7% less
effective in detecting and
preventing economic crime
than two years ago. Over three
quarters (76%) of respondents
told us they are relying on
their internal audit function to
assess the effectiveness of their
compliance programmes.

7 in 10 organisationsb e lie ve th atop p ortunity isth e m ain drive r of inte rnale conom ic crim e . Th is

far outwe igh sth e oth e r two e le m e ntsof th e “fraud triangle ”, wh ich are ince ntive / p re ssure to p e rform
and rationalisation of th e crim e .

Factors contributing to economic crime
committed by internal actors
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Thank you!

Özge Iskit
PwC UK
iskit.ozge@uk.pwc.com
+44 784 3333 825
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www.p wc.com /structure for furth e r de tails. Th isdocum e ntisfor ge ne ralinform ation p urp ose sonly, and sh ould notb e use d asa
sub stitute for consultation with p rofe ssionaladvisors.

33
April 2016Global Economic Crime Survey 2016


